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1 INTRODUCTION

This quick start guide covers:
)] Chapter 2 - overview of AWMS
i) Chapter 3, 4 - preparation for using the software
iii) Chapter 5 - introduction of the major features of the software
1v) Chapter 6 - example of general AWMS network management

Abbreviations and Acronyms

ALTAI Altai Technologies Limited

AP Access Point

AWMS Altai Wireless Management System
CCC Central Control Desktop Client

CCS Central Control Server

CLI Command Line Interface

DHCP Dynamic Host Configuration Protocol
IE Internet Explorer

IP Internet Protocol

NAT Network Address Translation

NE Network Element — the network elements that AWMS handles currently are all

APs. Therefore the terms “AP” and “NE” are used interchangeably.

PX Proxy

SNMP Simple Network Management Protocol
SSID Service Set Identifier

VLAN Virtual LAN

VAP Virtual Access Point
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2 AWMS INTRODUCTION

AWMS is a network management system for large-scale wireless local area network (WLAN)
deployments. It can manage WLANSs comprising of various types of Network Elements.

AWMS provides a central management platform to deploy, operate, and maintain large-scale
WLANSs, focusing on automated network configuration, security and alarm management.

AWMS is composed of three subsystems, Central Control Server, Proxy and Central Control
Client.

AWNMS

Central Contral

Layer
Central|[Control Central[Control
Desktop Qient (GUI) Desktop Qient (GUI)

AWMS

Proxy Layer

Managed WLAN

AP AP AP AP AP AP

Figure 1: AWMS Architecture

The CCS is the core component of the AWMS. It includes configuration management, alarm
management, firmware management and security management. It is also the data base of
AWMS.

The Proxy is the local agent between CCS and NEs. The NEs associate to the Proxy, in this case
the CCS can manage the NEs through the Proxy. When we need to expand our network
deployment, we can have more proxies to share loadings of CCS.

The CCC is a software for users to log in the AWMS system to manage the NEs.
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3 AWMS CENTRAL CONTROL CLIENT OPERATION EXAMPLE
The AWMS operations are based on the following network architecture:

AWMS CCS, Proxy &
AWMS CCC are

installed in this PC \ A8

B 106128155 10.6.128.161

Figure 2: Example of AWMS subsystems in different computers

3.1 TeST CONNECTIVITY
Step 1: Configure the AWMS PC and A8 according to the above figure.

Step 2:  Connect the PC to A8 with a cross-Ethernet cable.

Step 3: In the PC desktop, click Start->Run and type “cmd”, a Command Prompt is shown.

¢+ Command Prompt

Microsoft Windows ¥P [Version 5_.1.26001
CC» Copyright 1985-2001 Microsoft Corp.

H:~>ping 18.6.128.161

Figure 3: Windows command prompt

Step 4:  In the Command Prompt, type “ping 10.6.128.161”
If there is no ping response from the A8, please check your configurations. Otherwise, you can
progress to next section.
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3.2 START AWMS

3.21 Start AWMS Servers

You can start AWMS Central Control Server and AWMS Proxy by separately clicking their
icons on the Windows Menu.

NOTE: You should start AWMS Central Control Server and AWMS Proxy separately if they are installed on
different hosts.
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Figuré 4: Start AWMS Servers from Windows Start Menu

Two consoles shows up when AWMS servers are starting. One of them is for AWMS CCS and
another is AWMS Proxy.

You should see “-------- CCs is started -------- ” when AWMS CCS has successfully
started up.

Central Server (Altai Wireless Management System) !EE

16:41:20,.8771]
16:41:260,.8771
16:41:20, 8771
16:41:20, 8771
16:41:260,.8771]
16:41:260,.8771]
16:41:26,.8771]
16:41:20,.8921]
16:41:20,.9881]
16:41:20,9881]
16:41:20,9881]
16:41:260,.9881
16:41:260,.9881
16:41:26,9371
16:41:28,.9781
16:41:21,.6882 ]
16:41:23,8171]
16:41:23,8171]
16:41:23.68171]
16:41:23.68171]
16:41:23,.0864]
16:41:23,.68641]

Authentication and Authorization Service...
Alarm Service...
Conf iguration Management Engine...
Location and Area Directory Service...
File Manager...
AP Registration Service...
Schedule Service...
WDE Link Management Service...
Performance Management Engine...
Algorithm Manager...
Proxy Configurator and Controller...
Metwork Uiew Service...
Rezsynchronizing ME online status...
To prune Alarm Size:@
System Polling Services...
Proxy Services...
Metwork Element Health Monitor...
RMM Services...
Report Managew...
Dezsktop Initialization Manager

CCE iz started

el e e L L R R R e e R e e e R e B R e
e o A i A i 2 2 o A S 2 S Sy 2 2 A 2
e R R R R R e R R e R R v R e v R R R e v

Soooooooooooooooo oo ool

ALTAI Wireless Hetworks Management System — Central Control Server
Version: 2.18.8.6
Date: 17 Sep 2089

Copyright @ 2884-2807. ALTAI. Inc. All rights reserved.

System Addresses:
ethd: 18.6.138.7

7 Commercially Confidential



TPS07-037_revl.1_AWMS_Quick_Start_Guide A I— I ,0\ I

Figure 5: AWMS CCS console
You should see “-------- Proxy is started -------- ” when AWMS Proxy has successfully
started up.

Proxy Server (Altai Wireless Management System) -0 ﬂ

INFOQO [main] Proxy.startupdd: Starting Proxy Component — PCC Regquest Disp

INFO [main] Proxy.startupdd: Starting Proxy Component — Proxy ME Session

MF0O [mainl] Proxy.startupid: Starting Proxy Component — MNeSesszionRespSen

INFO [main] Proxy.startupdd: Starting Proxy Component

INFO [main] PxAppManager.startuptd: ———————— Starting Px Applications ———
Proxy.startupid: Starting Proxy Component — PxAppControlResp

INFO [main] Proxy.startupdd: Starting Proxy Component — PxMetworkSim———

INFO [main] Proxy.startupd>: Finished Starting Proxy Components -—

INFO [main] Proxy.startSer

NFO [mai i

ALTAI Wireless Metworks Management System — Proxy Server
Uersion: 2.18.8.5
Date: 18 Sep 28897

Copyright B 28004-2088. ALTAI. Inc. All rights reserved.

System Addresses:
ethd: 1A.6.138.7
ethl:
CCS Service IP Address: All Interfaces
CCS Sevrvice Ports: 22222 22223
Trap Host IP Address:18.6.138.7 Port:162

Figure 6: AWMS Proxy console

3.2.2 Start AWMS Client

Start AWMS Client by clicking its icon. The AWMS Client will start with the login prompt
asking you for AWMS login name and password.

& Login ALTAI WiFi Management System

NLTIN]
Altai Technologies Limited

Welcome to
-

ALTAI WiFi Management System

Please type your user name and password,

User Name; 'fOOt

’***

Password:

Language: ]English _v_l

| Login I Reset ’ Exit

Figure 7: AWMS Client user login interface

I ——
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The default login name is “root” and password is “ims”.
After you successfully login, you will see the AWMS main window.

ireless Management System

File  Wiew  MetworkElement  Proxy  Link Management  Topology  Alarms  Statistics  Tools  Administration  Help
Proxies and Maps | [ Network Summary x
Metwork Summar:
=3 FProxies ¥
+-[2] Mo Proxy Associaked
=131 Mo Associated Proxy Map Murnber of Praxies o
B CEFALULTREGION Mumber of Registered MES a
Mumber of Unreqistered MEs ]
| Active Alarms Lisk ¢
I e = | ] N ML
dEack | alarms: 10

Figure 8: AWMS GUI main window

3.3 GUI LAYOUT INTRODUCTION

Proxy
online
status

B3 viLaN Integrated Network Management System =01 x|
Ele Edit ‘iew  MetworkElement  Pfoxy  WDSLink  Topology  Alsrms  Tools  Administration  Help
g ; Center
y Status B 1 Network Summary | X
NE S Pty IS e Zone
X X i E-dk Unregistered NEs (4 NES) - 4M umber of Proxies 1
registration . "t“i 00:00:00:00:00:02 [1M) jumber of Registered HES 1 /
A4 00:00:00:00:00:03 (1) ot e
2 gistered MEs 4
status SHE A7 00:00:00:00:00:04 (1)
&4 00:00:00:00:00:05 {1M)
EI@ Location Undefined (1 NE)
-5 Managed (1 1
=5 Online NEs {1 HE)
. — B3 External
online . Oriine HEs
status : o tgu;jfﬂ‘"e HES [ Active Alarms List 2 x|
<L Online NEs | 14 alatms " 5 Uncleared H 14 Unatked| | 0 Critical H 14 Ma]nr" 0 Minar " Q_ ;};]l 2
ks Offine MEs
B3 Mo Prowy Assoriated I Al active alarms, :I Filter. .. Clear Filters
=3 Location Undefined
b Managed OFfline HEs 10 [ dear [ Ack [ Severity [ Categor [ larm Mame: I Equipment Type [ Equipment ID ‘I
..... & External Offline NEs 43 Mo Mo Major Security Unregistered MNE Detected AP 00;00:00;00;:00:C Al arm
* Rogue Offine NEs . Mo Mo Major Security Unregistered ME Detected AP 0ol i .
39 ¥es Mo Major Security Unregistered ME Detected AP oo iC Win d ow
37 Yes Mo Major Security Unregistered ME Detected AP oa: iC
23 Yes Mo Major Security Unregistered MNE Detected AP oa: iC
17 Yes Mo Major Security Unregistered ME Detected AP 00:00:00:00:00:C
11 Yes Mo Major Faility Proxy Unreachable Pray
9 MNfA Mo Major Operation Unable to Manage NE AP ABETO0: 00: 00
-] Yes Mo Major Security Unregistered ME Detected AP .
4 Yes Mo Major Security Unregistered MNE Detected AP 10000
2 Wac Mo Maiar Sartwib llnrarictarad NF Netactad 40 O =
1 | 3
14 Alarm(s)
Tree View [NE registeredt \ [ | dBack [Hams 1M,

Figure 9: Layout of AWMS GUI main window

9 Commercially Confidential



TPS07-037_revl.1_ AWMS_Quick_Start Guide A I— I A I

Tree View

e  Show the association among Proxies, NEs and maps

e Show different statuses (i.e. registration, online/offline, provisioning) of NE and Proxy

e The available tree views include Proxy Tree, NE Registration Tree and Provision Status
Tree.

Center Zone

e  This window displays the forms for all the operations. E.g. NE Configuration, Proxy
Registration, Map Setting, ......etc.

e  The default display in the main window is the Network Summary, which shows the
number of Proxies and NEs recognized by AWMS.

Alarm Window

e  This window shows two lists of alarms stored in the system: Active Alarm List and
Alarms History.

e The default alarm list displayed is the Active Alarm List, which is a list of alarms that are
not cleared and/or not acknowledged.

e Alarms History, a list of alarms that are both cleared and acknowledged

More details on alarm management with AWMS are described in section Error! Reference

source not found..

3.4 PROXY REGISTRATION, NE REGISTRATION & NE DISCOVERY
34.1 Proxy Registration

Network elements managed by AWMS have to connect to one of the registered proxies which
are responsible for discovering network elements. Therefore, there must be at least one
registered proxy.

Step 1: In Menu bar, Proxy - Add New Proxy

Step 2: The Proxy Registration form comes up. Please enter:
- Proxy Name (Chinese Supported)
- A brief description for this proxy (Chinese Support)
- IP address of the Proxy
- Check the “In-Service” checkbox
.,_:l, *Proxy Registration - [10.6.128.155]

Procey Marne: |10.6.128.155

Description: Procey Server-Alkai

IP Address: [0 & . 1 . 15
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Figure 10: Proxy Registration window

Step 3: Click the “Save” button to save all the configurations and click the “Close” button to
finish proxy settings.

3.4.2 NE Discovery

AWMS supports network element auto-discovery by SNMP sweeping. Discovery can be done to
discover both registered and unregistered network elements. The discovery settings can be
configured in the Proxy Registration window.

Step 1: In Proxies and Maps Tree, select the proxy that you would like it to do the discovery.
Then right click and select Proxy Registration... in the right click menu.
(In this example, select “Proxy”. This is the only registered Proxy in our case)

Proxies and Maps ® D Networ|

- [E| Prine

1=

&

. Unregistered ME Properties
[T External Enable Service
[ Rogue |

[T Location Undefi—

Prowxy Fegistration. ..

¥
¥
¥
+-[3 Mo Proxy Assoriated @l Deregister
- [E| Mo Associaked Proxy Map
=

Reqgister ME...
DEFALLTRESION

add Map...

(S

Associated Active Alarms. ..
Collapse
Show MEs in Mode

Hide MEs From Mode
Select All MES in Group

Figure 11: Open Proxy Registration window

Step 2: Discovery settings cannot be modified when the proxy is in service. Therefore, we
need to put it out of service first. When the Proxy Registration window comes up, uncheck the
“In-Service” checkbox and click “Save” button.

) *Proxy Registration - [Proxy] | x

Description ] SHMP Discovery Configuration |

Proxy Name: |1m5. 128,155 [~ In-Service

Description: Provcy Server-altai

IP Address: | v ° ‘ 125 15%

sve | msfreeh | Close
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Figure 12: Disable proxy service for NE discovery

Step 3:  Switch to the SNMP Discovery Configuration tab:

[Z] Proxy Registration - [10.6.130.7] | x
Server Configuration  SMMP Discovery Configuration l
Discovery Configuration
Discovery Range Type Start IP | End IP Start Port End Port: Read Community | Write Corr
IP range 10.6,130.0 10.6,130,225 161 MA public netman
< >

Discovery Range Type Configuration Task

(+ Discover In IP Range StartIP: |10 . 6 . 130, 0 StartPork |11 E|: Read Community String:  |Public
" Discaver In Port Range EndIP: |10 . & . 130, 225 EndPort: Write Community String: \netman

Add | | | Clear |

| | o |

Figure 13: SNMP Discovery Configuration window

- Check the “SNMP Discovery Enabled” option

- For example, in the text boxes in the Configuration Task section, fill in:

Start IP: 10.6.130.0

End IP: 10.6.130.225

Subnet Mask: 255.255.255.0

Read Community: public

Write Community: netman

Port: 161

- Click the “Add” button

- (Note: if there are more IP ranges to fill in, repeat this step until all desired IP ranges have been added).

Step 4. Click the “Save” button to save all the configurations and click the “Close” button.
Step 5:  Put the registered proxy in service.

Step 6: The discovery is performed periodically every 60 seconds. When unregistered NEs are
discovered, they will be shown in Unregistered NEs section on the GUI. When
registered NEs are discovered, AWMS tries to manage the NEs which will then be
shown as Managed (refer to section 6.1.2).
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Proxies and Maps

=I5 Proxies (1 ME) - 1M
- FEL 10.6.128.155 {In Service) (1 NE) - 1M
=g IUnregistered MEs {1 ME) - 1M
_.ﬂ 00:0F: DO:ED:O1 : AC
+-5 External
+ IE| Rogue
+-5  Location Undsfined
+ -5 Mo Proxy Associated
- [E] Mo Associated Prosxy Map
E DEFALLTREGION

Figure 14: Unregistered NE shown in Proxies and Maps Tree

If the administrator wishes to manage a NE, he/she needs to register the NE as Managed in
advance.

Apart from being registered as Managed, a NE can be registered as External or Rogue:

a) Registering as External

If an NE is registered as External, that means the NE is detected by AWMS in the network but
is outside your management scope. In terms of operation, AWMS users can edit its registration
information; view its associated alarms and NE summary.

b) Registering as Rogue

If a NE is registered as Rogue, that means an NE, supposed not to be in the network, is detected
by AWMS. AWMS users can also edit its registration information and view its associated
alarms and NE summary.

3.5 NE MANAGEMENT AND CONFIGURATION & PROVISIONING
3.5.1 NE Management & Online State Concept

- Registered: NE is registered in AWMS as Manage, External or Rogue.

- Unregistered: NE is online and is discovered by AWMS but not yet registered.

- Online: AWMS is connecting to the NE.

- Offline: AWMS is not connected to the NE.

- Loss of Communication: AWMS has established a connection to the NE, but which does
not respond to the requests from AWMS.

3.5.2 Manage an Unregistered NE

A NE remains offline until it is discovered and its configuration can be retrieved by AWMS
successfully. Moreover it can be managed after it is registered as Managed. So you can not
manage an unregistered NE.

Step 1. To register a NE as Managed, right click on the desired unregistered NE, and choose
Register as Managed.

13 Commercially Confidential
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Froxies and Maps H m Proxy Reqi:

=5 Proxies (1 NE) - 1M Description  SMM
—--HH _10.6.128.155 (In Service) (1 MEY - 1M ¥ SNMP Discover

=
—-ofls  Unregistered MES (1 ME) - 1M
PRy L L T

__2'] 00: 0F: 00 ED: O :
. [EI External | Properties
+-{3 Rogue :_l Associated Active Alarms. .,
+-{[3  Location Undefined
+-[3 Mo Proxy Associated Register As Managed
-3 Mo Associated Proxy Map Register As External
¥ DEFAULTREGICN Register As Rogue
Feqister...

Figure 15: Register a NE as Managed

(NOTE: The AWMS users can also select multiple unregistered NEs and use the Register as
Managed option to perform a mass operation on all selected NES)

The NE will become registered as Managed and is shown under Location Undefined ->
Managed - Online NEs.

Proxies and Maps

= [rj Proxies (1 ME)
- :__b, 10.6,123,155 {In Service) {1 ME)
£ Unregistered MES
+-[3 External
+ [E| Rogue
- [E| Location Undefined (1 ME)
—l-ofls  Managed Online MES (1 ME)
[l 00:0F :D0iE0:0L:AC
o Managed OFfline NEs
+-[5) Mo Proxy Assoriated
= [E| Mo Associated Proxy Map
E DEFAULTREGION

Figure 16: An unregistered NE becomes Managed

Step 2:  To rename the registered NE, right click the registered NE from the pull down menu

and choose Rename...
Enter in a new name (a Chinese name is supported here) for the NE, and click “OK” button.

Rename Network Element [00:0F...[%]

Mew Marne: |,.:.|Wp.-15

QK | ancel

Figure 17: Rename a Managed NE

3.5.3 Configuration & Provisioning Concept

- NE Configuration: The configuration that AWMS user wants to provision to a NE.
- Current Configuration: The configuration of a NE that is currently taking effect.
- Provisioning: A process in which AWMS transfers a set of NE configurations to a NE such
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that the new configuration will take effect in the NE after this process.

- Provision Pending: NE is managed but its NE configuration settings shown by AWMS are
different from its Current Configuration status (i.e. it has not been provisioned by AWMS).

- Re-provision Pending: The NE Configuration of a NE has been changed after being
provisioned.

- Active in Provisioning: AWMS is currently in the process of provisioning a NE.

- Provisioned: NE has been provisioned by AWMS successfully in the last attempt.

- Provision Failed: AWMS has failed to provision a NE in the last attempt.

3.5.4 View Current Configuration
Step 1: Right-click the targeted NE and choose Current Configuration...

Step 2:  The Configuration Status form will show up
The configuration settings are broken down into different groups which include:

Radios and Virtual APs: Radio parameters, VLAN, WEP and 802.11g settings...etc
System: Admin login, IP address, subnet mask and gateway address...etc
NTP settings: Enable/disable NTP and modify NTP server IP...etc

DNS settings: Set primary DNS IP...etc

DHCP settings:  Enable/disable DHCP, set DHCP relay and DHCP pool

PPPOE settings:  Enable/disable PPPoE, set user name & password...etc

Telnet settings:  Enable/disable telnet and SSH

NAT settings: Enable/disable NAT, set local IP & IP mask...etc

] D Configuration Status - [Photonics A8] |

" Last Updated Time: 2009/10/09 17:35:34

Marne Syskem = System ]
= [[55ystem Tdentity
[l system Attribute Walue |Undefined |
D Syskem Log
E? @Network Model AB rio
+[ywireless Serial Number ABRZMxxX Mo
= @Monitoring MAC address 00:19:BE; 23:FF:C2 Mo

* @Radios ManuFackurer ALTAL Mo
HW Yersion R3 Mo
Firmware Yersion 1.6.1.17 Ma
FPi&A Yersion 055 Ma
SMMP Wersion 1.5 Mo
Basic System Information
Attribute Walue |Undefined |
Requlatory Domain Ro Mo
IManagement Interface (vAP 0) Both Mo
Congestion Avaidance FWRED Mo
Heater Control Mode Morral Mo
Adrmin Login alkai Mo
Admin Password ok Mo
Syskem Mame Mo
System ME Id Mo
Syskem Location i
System Liptime {,001s) ZTTRO1620 o

Figure 18: Currehf Cfdnfiguration Status window

You can click the “Refresh” button to refresh the current NE settings from NE.
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3.5.5

Step 1:
Configuration...

NE Configuration

Step 2: The NE Configuration Settings window will be displayed.

D *ME Configuration Settings - [Photonics A8] |

Mame

+ ﬁSystem

+ [Sametwark,

+ [ Zywireless

= [(ZRadios

= “1"2.4G Wireless &P

£l ceneral
D Seckars
] weP key

[ wian
=-[Svars

= wapo

[Irapius
D= wap 1
Deyapz
[»wapz
[ wap 4
D»yaps
[»ware
[ wpp 7
[»wars
= wap g
D= vap 10
> war 11
D= wap 1z
D vap 13
[ wap 14

+- e wAP 15
+ B 53 Wireless Bridge

T B O [ o B B [ B A 5 O

[ls0z.11bfg

Save |

Right-click the NE that you want to modify its configuration and choose NE

X
Radios = 2.4G Wireless AP = YAPs = VAP D = 802.11b/g l
Basic ~
Atkribute |\u'alue |\u'alue Fram
3510 Status |Enable j Copied From NE =]
351D |a|tai_v0i|3 Copied From MNE
551D Suppress Mode |Disable ﬂ Copied From ME
Maximum Clients |54 :ﬁl Copied From MNE
Intra-WAP Forwarding |Enable | Copied Fram ME
VLAM Indes o v|  copied Fram ME
Default Access Control Policy |A|Iow all j Copied From NE s
QoS Profile [Tos/Enz, 10y +|  Copied From NE =l
Security
#tkribute |‘v'alue |‘v'alue Fram |
Authentication Mode |Open j Copied From ME
Encryption Mode [swER v|  copied Fram ME
Current Shared Encryplion Key |1 j Copied From MNE
Group Key Update Interval (s) | :l Copied From MNE
Pass Phrase | Copizd From ME
aclL
Client MAC Address |Client Access Right Value From
sl
Reset | Provision | Copy From Current Config, | Create Template ... | Close |

Figure 19: NE Configuration window

Step 3:

Let us take an example to modify the SSID of VAP 0 from “Altai Wireless Network —

0” to “AWMS”. Upon you change the figure, there is an “*” sign appearing on the modified
item. Click the “Save” button to save all changed settings.

5510 Skatus

551D

551D Suppress Mode
Maximunn Clients
Intra-vAP Forwarding

WLAN Inde:x

Default Access Control Policy

Qo5 Profile

|Ena|:u|e ﬂ
|Disal:|le j
2 =
|Ena|:u|e ﬂ
o =]
|allow Al |
|Tas/a02.10) -

Zopied From ME
Copied From ME
Copied From ME
Copied From ME
Copied From ME
Copied From ME
Copied Fram MNE

opied From ME

Figure 20: VAP settings in NE Configuration window

Reminder: After you click the “Save” button, the settings have not been transferred to NE yet.
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NOTE: the Copy from Current Config. feature can copy the settings from the Current Configuration screen.
This feature is useful in managing NEs that are already preconfigured by other means like the CLI. Also, it is
recommended to view the current configuration and refresh the current configuration before using Copy from
Current Config.

3.5.6 Provision NE

Step 1. Goto View = NE Provision Status Tree. (This step is optional, but the Provision
Status window presents a better view for the provisioning status).

Step 2:  Choose the target NE to provision. It should appear under Provision Pending NEs,
Re-Provision Pending NEs, Provisioned NEs, or Provision Failed NEs. Right click and
choose Provision in the menu. This will provision the settings in the NE Configuration to the
NE.

Prowies and Maps ® D *NE Configur.

Proxies {1 ME) *Radios and Yirtual

S 0E 10.6.128.155 {In Service) (1 ME) Pr—

b Unregistered MEs T
+-3) External =7 4P Radio
#-{5 Rogue [»varo
=3 Location Undefined (1 ME) [ vap 1

-l Managed Online MEs (1 NE) [ vap 2
[ wnp 3

. Manag _J Properties

#-[03 MoProwy Associaty £
ﬁ Mo Associated Proxy Ma
@ DEFAULTREGICH | ME Configuration...

web Configuration
SMMP Settings. ..

More Edit 3

Current Configuration. ..

a Associaked Active Alarms...

Mare iew 4
| Provision

Disconnneck

Reboot

More Oplions k

Figure 21: Provision in Proxies and Maps Tree

Step 3: A Provision Status bar is showing the progress of provision

Provision Status lllll Provision

Figure 22: Configuration provisioning

After provisioning is finished successfully, the Provision Status bar disappears.

3.6 FAULT MANAGEMENT
This section demonstrates how to handle a active major alarm.

Step 1. Inthe Active Alarms List, double-click your target alarm to look up its details.
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R B T ]

| all active alarms,

0 Minu:ur"

DInFu:u| ala

Filker. ..

10 | lear | Ack, | Severity | Zategory | Alarm Marme | Equipment Type | Equipment ID
1Y Mo Major Operation ME Firmware Upgrade Failed AP 5

| pl

24 Yes Mo Major Security Unregistered ME Detected ap 00:0F:DOGED:OL:AC 20

=l e Blm Ml=ine Farilibw Prrvent | Inkearhahbls =T =T 2

Figure 23: Active Alarms List

The Active Alarm Details window shows the root cause of the alarm.

Active Alarm Details

&
ID: 37 Event Time: Z2007/04/13 17:18:27
Alarm Name: ME Firmware Upgrade Failed Alarm Raised Time: 2007/04/13 17:18:27
Severity: Major
Category: Cperation
Equipment Type: AP Alarm Cleared Time:  Nj&

Equipment ID: AVMS

Description:

A5 Failled o upgrade NE Firmware

Details:

Mame alue ~
ME Mame AWMS

= ME Type Infa
Model AS
Mumber of Radio 2
COperation Mode of Radio 1
COperation Mode of Radio 0
SoftWare Version 1.0 B

Error Detail ME Failed to update Firmware: Operation timed out<<| = =Firmware download has timed o... b

Locate Copy to Clipboard Close
Figure 24: Alarm details

Step 2. Right click - Acknowledge the alarm.

Active Alarms Lisk

(SRR +uncleorcc RO RER [ thae]  omno] 0w g4 v

| all active alarms,

Filter. ..

10 | lear | Ack, | Severity | Zategory | Alarm Marme | Equipment Tvpe | Equiprment ID | al
: IS Mo Major : =

Synchronize Alarms For Whole Metwork,

24 Yes Mo Major Se Alarm Details. .. 00:0F:D0:ED:01:8C 20
22 Yes Mo Major z Prouy 20
16 Yes Mo Maior SE| Acknowledge 00:00:04:06:82:46  2(
15 es Mo Majar S acknowledge all 00:00:04:06:52:47 20

LT T A S T A e

Figure 25: Acknowledgerén active alarm

After acknowledgement, the alarm is removed from the Active Alarms List.
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Active Alarms Lisk

(IR o unceor-| RO G| o] omnof oifo &4 v

| all active alarms, Filker. ..

10 | lear | Ack, | Severity | Zategory | Alarm Marme | Equipment Type | Equipment ID | Al

24 Yes Mo Major Security Unregistered ME Detected ap 00:0F:DOGED:OL:AC 20
22 Yes Mo Major Facility Proxy Unreachable Proy Proy 20

Figure 26: Removal of the target alarm from the Active Alarms List

Remark: Different types of alarms has corresponding handling procedures, please refer to
AWMS Configuration Manual for more details on this.

3.7 NETWORK MAP MANAGEMENT

A Network Map allows a AWMS user to define the location of NEs and hence he/she can locate
where the NEs are. AWMS supports outdoor maps with GPS co-ordination system and indoor
maps.

3.7.1 Define a new map

Step 1: In Menu bar, select Topology = Add Map... to open the Create Map Wizard and
enter the following information:

Creale Map Wizard 1)
Steps: ~Mep Basic Information — ==
Mate: =
1. Kl in map basic -
informatwon. Praciton e
2, Sakct mep imas,
A soided Prozy: Ilth =l !
3. Fd nmap sz= and scele -
ar projaction byps, Parent Map: ][Ncrr.: ~|
AT A R NS A s e L

Conxdndes Sydem: ¢GPS Locdion (Longibuds, Caliuds)

" x-y coordnares nmeters
Coctcinanes System Descrption

Coctoinates 20 represenied in lbngtude andlattuce, sutanks For
UEG0Or erTanmanT,

Next = | t Cancel I

Figure 27: Create Map Wizard

- Name
B Chinese is Supported

- Description
B Chinese is Supported

- Coordinates System
B There are 2 coordinates systems: GPS Location (Longitude, Latitude) and x-y
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coordinates in meters
B GPS Location (Longitude, Latitude): it is suitable for maps of outdoor environment.
B x-y coordinates in meters: it is suitable for maps of indoor environment.

- Associated Proxy
B Select a proxy to which the map is associated. (In this example, we select “Proxy”.)

Create Map Wizard X
Map Basic Information

Steps:
Mame: |Map
L. Fill in map basic Description: Map
information.
2. Seleck map image.
Associated Proy:  |10.6.128.155 |
3. Fillin map size and scale Tone
or prolection type. Forent Mep: e —

4. Confirm,
Coordinates System: (% GPS Location (Longitude, Latitude)

(" w-y coordinates in meters
Coordinates Swstem Description

Coordinates are represented in longitude and latitude, suitable for
outdoot enviranment,

Mext = | | Cancel |

Figure 28: Select proxy in Create Map Wizard

- Parent Map
B If there was not map inserted before, the current map should be the parent map and so
leave it as “[None]”.

Create Map Wizard =
Map Basx Information
Steps: —
Mame: Mep
1. Fill in map basic Dascrpdan: [Hep
information.
Z, Select map image
Assodaled Proxy: |eray ;J
3. Rl nmap a2 ard scake
oF projecicn type. Pareri. Map: {[Nors) _-_]
4, Confirm,
Coorcinates System:; ¢GPS Location (Longiude, Latbuds)
7 xey coordnates in meters
Coordnates Sydem Desciption
Coardnates are represerted nlongtuds and lattuds, sutabls for
cutdooe envionmant,
Next > J I Cancel [

Figure 29: Select parent map in Create Map Wizard

Step 3:  Click the “Next > button to start image insertion.
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Step 4:  Insert a map image.

Creale Map Wizard ]

steps: ~Map Tmage -
20 you hoee image deplayed For this news map?
1. *d nmap basc ™ No
irfarmation,
* Ves

2. Select map image,

Shaamer  ClDocuments ard Satingslarsony. ALTATDEs Lop| A

3. Pl nmap sze and scale
ar projection byps, 5'04"”‘
~Imapa Ska = =
4 Confim Wik 1043 pixels
Hekgh! )El pixeks

Next = I Canzel I

Figure 30: Insert map image

- Answer the question “Do you have image displayed for this new map?” by choosing the

“Yes” radiobutton.
- To select an image, click the “Browse” button.

Step 5:  Click “Next >”

Step 6:  Fill in the following information:

IMap Sze and Colbration
g Map Stz
1, Fil in mep basic widhi [100  oixeb  Heiht: [6a1 =+ prxcels
iffarmation.

Mep Projection Type

X r Lengtude!

Adpst
1] Latitude: —J
Reference Foint 3:

Xt r——— Lengtuds: [—. et
vi [ el [ s2u)

< Boak I

e e Country:  |Irternznonsl w | Datum:  [wases |
. Used by the gobal GPS system, Most GPS-devices has this dstum
3. Fillin map size and confiqured gy
scale or projection

& Gerifirm: ~Referance Ponts
e e P 9ap Calbration... |
% | Lengtuds: | Adjist
Yi I Latitude: P
Roferance Pont 2!

| coxel |

Figure 31: Map scale and projection
- Map Size
B | eave the settings as they are in this example
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- Choose the proper Map Projection Type from the available choices
B Choose the proper country options based on what country your map reflects.
B In case there is no proper choice, it is recommended to choose “International”.

Step 7. Click the “Map Calibration...” button
%' MapProjectionform

w2

Plezse enter scalng coordnate:

%-Y Coordinates Geograghic Postion
Degres Mnute Second
@ 18475 | | Longiude: | 1007 | 29-H |34 jEast |

v | 120 | | wawude: | 13 [ 452 [ 1389 [vorth +]

(" Decimal Degrees (¢ Degres | Minute [ Second

oK I Cancel |

Please click & poirk with known coordinate! (Pont 2 of 3)
3 reference points should be 45 Far as possible, better at the
three corners of tha map, to provide better calibration resut, Cear Al Cancel I

Figure 32: Map calibration

Click on a point on the map to enter its actual geographical co-ordinates.

- Adjust the X and Y co-ordinates if necessary
B No adjustment in this example

- Longitude and latitude co-ordinates can be entered in Decimal Degrees or
Degree/Minute/Second format.

- Click “OK” button

Step 9: A red cross will appear at the point on the map you just finished entering coordinates
for. Repeat steps 7-8 for the other 2 points on the map. Click the “OK” button when done.
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* MapProjectionForm

Cerr [ 8

Zraference points are dafined, click [OK] to fnish map

calbraticn,

Cancal

Figure 33: A calibrated map

Step 10:  Click the “Next >” button to continue.

Create Map Wizard

Steps:

1. Fil n map basic
nfarmathan,

2. Select map mage,
3. Fill in map size and
scale or projection

4, Confrm

Map Sie and Calleation
~ap 23 -

“Mdh: [os6 Hpinels  eights (631 =) piets

"ap Projection Type
Courtry:  |Internationd leah.m: M

Used by the global GPS system, Most GPS-davices has this datum
configured as defauls,

Refsrence Ponts
Reference Pont 1: Map Calbraion,.. I

% s Longtude: (100 20 5.89E Adst l
Yi EG Ladtuda:  [13°<5'16.12'N

Referencs Ponk 2:

A llb& Longituda: |10'3°29‘53.44'E Adust ’
Y llZﬂ Lattude: 13%45'13.39N

Reference Pone 3:
% i Longityds:  [100° 29 5346 R ’
v [ Latuda:  [13°45 5.33°N

<k | Mems | oo | canee |

&)

Figure 34: Finish map scaling and projection

Step 11: Click the “Finish” button to create the map
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Create Map Wizard 5]
Steps: —Confirmation
Mame: IMap
L. _Fi" in map hasic Descripkion: Map
information.
2, Select map image,
Associated Proxy: IIU.S.IZS. 155
3. Fill in map size and scale Parent Map: I[NU”E]

7 FITEEREE e, Coordinates System: IGPS Location {Longitude, Latitude)

4. Confirm.

—Map Size and Calibration

‘Width: IID48 pixels  Height: |691 pixels

Courlry:  [Irternational Datum:  [#GS5+

—Map Image
Filzname: IC:'I,Documents and Settings|ansony ALTANDeskkoplaw

Width: IID48 pixels  Height:  [BS1 piscels

Remain 100% for the image size,

< Back | Mexk = | Fimish ~ § Cancel

Figure 35: Confirm map creation

Step 12: The map can be viewed by double-clicking the map icon in the Proxies and Maps
Tree.

@ Arai Wiseless Nanagemen! Sysiest

]
v £ voew
D teosneeived (i Sl
B Marwged Ontre 2> (1SRN
e

+ ED Moy fsssted

' & P

WQ&J:]

- - W.'I'.BM'!.I."-!EIN - m llbwlt'
Figure 36: An inserted map in the Topology Window

3.7.2 Define NE locations on a map

Step 1:  On the toolbar in the upper part of the Topology Window, click the first button to
unlock the inserted map.

D MNetwork Summary |m Proxy Registration - [Proxy] *Topology Window - [Map] |

B | 5| &|[EIE] &2l gl oL Ll <]

Figure 37: Unlock an inserted map
Step 2:  Under the same proxy, look for the target NEs under the Location Undefined section.
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Step 3: Drag the NE from the Proxy Status window onto the Topology Window, and drop it
at the desired position on the map. After placing the position, the NE will be shown in the Map.
The NE position can be further adjusted by moving the NE within the Map.

TPS07-037_revl.l AWMS_Quick_Start Guide

Promes and Mlaps < *Topalogy Window - [Map]
50 Proxes(11E) e | PO IR R N | e i = | |
- '}; LO6LZ6. 155 {In Service) (1 RE) Yarrb RIWP — - - g

Uregstersd NEs T “Col) B L R 5 o
0 Extand ¥ T « b 7 [l ISR
b Qogas
3 Lccation Undefined (2 NE)
= . Managed Onina MEs (1
v
< Managed OFine KEs
o 3 mep
# [T Ko Frowy Assodatad
= hdssocered Proey Map

t
P

L})

Step 4. Repeat steps 2-3 until all NEs for the same map are placed. Finally, click the icon| k=l
to save the map.

Step 5:  You will notice the NE groupings in Proxies and Maps Tree is changed. The NE that
you already dragged to the map is now under the map.

Proxies and Maps X Topology Window - [Map] |

e Proxies (1 NE) [A_xlé:ﬂ'l.' @3.*] ql &I ;71 =i
= Pg 10.6.128.155 (In Service) (1 NE) i BT A 5 = :
& Unregistered NEs } T )
y AWE,
+-[3 External
+-5) Rogue

-3 Location Undefined
oy Managed Online NEs
< Managed Offline NEs
= Map (1 ME)
=< Managed Online NEs {1 NE)
' AWMS
2 Managed Offline NEs
#-{3)  NoProxy Associated
@ Mo Associated Proxy Map

Figure 39: The dragged NE appears under the map in the Proxies and Maps Tree
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3.8 FIRMWARE & FPGA UPDATE

AWMS allows us to do NE firmware update in a scope of a NE or the whole network. Please
refer to the following steps to do firmware update.

3.8.1 Define a firmware version for firmware update of a NE type

Step 1: In Menu bar, go to Tools > Firmware Management...

Altai Wireless Management System

File  Edit “ew  NetworkElement Proxy Topology  Alarms | Tools | Administration  Help

Topology Windoy & Configuration Templates...

l ..._'»..‘ I éj “ 'l B v_-;l Firmware Management. ..
- I - Al 1| B

FPGA Image Management...

Proxies and Maps

| 5 Proxies (1 NE)
Bl @ 10.6.128.155 (In Service) {1 NE)
Unregistered NEs
External

<
=3
-3 Rogue
©

Task Scheduler

Location Undefined
< Managed Online NEs
< Managed Offline NEs
Map (1 NE)
=<8y Managed Online NEs (1 NE)

0 EnE

.  Managed Offline NEs
# -3 Mo Proxy Associated

Figure 40: Firmware Management

Step 2:  In Firmware Images for Supported NE Types window, highlight the NE type
“ALTAI”. The Current Firmware section shows what firmware versions are currently included
in this NE type.

Firmware Images for Supported NE Types EJ

Current Firmware v B4-1.2.11.10.img
| Upload Frrwware
NE Type || Model | MIB Version | Radio 1 Operation Mods | Radio 2 Operation Mode |
A8 1.0 Master Bridge Access Point

Close

Figure 41: Firmware Images for Support NE Types window
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Step 3: Click the “Upload Firmware” button to include your favorite firmware versions into

the NE type.

Current Firmware

[V B4-1.2.11,10.mg
| 38_1.4.0.1.img

| Upload Firmweare

irmware Images for Supported NE Types @

NE Type

Model | MIB Version

| Radlo 1 Operation Mode | Radio 2 Operation Made |

ALTAL

a8 1.0

Master Bridge Access Poirk |

Qosel

Figure 42: Include favorite firmware in a NE type

Step 4:  Define a firmware version for firmware update of this NE type by selecting the newly
added firmware version. Click the “Close” button to finish the process.

Current Firmware

[TB41.2.11,10.mg

155_1.4.0.1.img

| Upload Firmweare

irmware Images for Supported NE Types @

NE Type

Model | MIB version

I Radio 1 Operation Mode | Radio 2 Operation Mode ]

ALTAL

AB 1.0

Master Bridge Access Poirk

Figure 43: Select the favorite firmware for a NE type

3.8.2 Update firmware version for a NE

Step 1. In Proxies and Maps Tree, highlight and right-click the target NE. Choose
More Options = Update Firmware...
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Proxks anvd Maps 7 Topology Window - [Map] |

(I} Praxies (1 E) I—_réﬁ Ii"‘l [ _”_f_

= FE. 106128155 (In Serdze) (1 KE)
<l Unregsienad NEs
= £ Extemel
=9 PRogue
= [ LeeatenUndefnad
<k Managed Onlne NES
S Managed Offing NEs
S B MepliE) -
= ol Managed Onine NEs (1 NE) A4S

b Managal A Properties

= ) MoProxy Associatel f»  Location
[y 3 M
fj bo Acsodeted Proxy :n_J NE Canfiguration. ..
YWieb Conbor dion r

P Settings..
Maor= Edit »
Currert Configuration. ..
[ Asscoeked Active Nerms...
Mora Yiaw »
Provigion
Disconnrect
Reboot
[ Mars Opbors »
NE Regsratin... 41 Updae Frmaare,..
<3 Deregister 47 UpdaeFRGA...

Figure 44: Update a NE firmware

Step 2:  Click the “Upgrade” button to start firmware upgrade.

irmware Upgrade [AWMS] 3]

— Current Firmware

NE System Name | Model | MIB Yersion | Radio 1 Operation Mode | Radio 2 Opera
AWMS AS 1.0 Master Bridge Access Point
K il >

—Upgradable Firmware

Model | MIB Yersion | Radio 1 Operation Mode | Radio 2 Operation Mode |
|AB 1.0 Master Bridge Access Poinkt |
Upagrade Cancel

Figure 45: Firmware Upgrade window

Firmware update is in progress.

N
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@ Altal Wireless Management System

e Edt Yew Mk Feent Py Topday  Alens Tk Adeebeaicn sap

Frexss 2nd Nags S8 7 Topology Window - [Map |

Prodes (1 HE) . [ [ -0~ ] ] ol M| Gl ) | B Bffore  x]

2 10,0120 29540 Serrced 2 L) - e = — -
T T [ g | " E i 2 S Y e

¥ eteral T e ;

+-[7 Rope

P P TR = e

= @ Mg

- M Manegac Dol AEs (1 NI S
AMS

s Manzgae SHnc MES
0 noFrocy descited
He dernzawd Prosy Hap
B oFaLTED

DL el
Y fwmware Upgrade Progeess
W% Conpletod

atws AENNERENENNNENEREEN

g | e s caelog bos vd e o Fronsers Lpgracks comp eee,

[:;:t»:axmuz: %
. s O oo~ O ] 7+ o] oo 06 |
|:00 30 6.0 E, 13¢5 007 N & oy | aums 1o

Figure 46: Firmware update is in progress

Step 3: Firmware update finished. Click the “OK” button.

Firmware Upgrade Finished X

I' Firmware pgrade Succeeded Far NE
e

Ik |

Figure 47: Firmware update finished

3.8.3 FPGA Management & Update FPGA version for a NE

The procedures of FPGA management in AWMS and upgrading FPGA version for network
elements are similar to those of firmware. Should you need more details, please refer to the
AWMS Configuration Manual.

3.9 USER ACCOUNT MANAGEMENT

This section introduces the definition of function sets in AWMS are and demonstrates a
procedure how to add a user account for AWMS operation.
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3.9.1 Function Sets
Step 1. Select Administration->Function Sets..., users can start managing the function sets.

spology  Alarms  Tools  Administration  Help

| [ Function Set List |

Function Set | Descripkion
@.ﬁ.dmin Administrakor user group
@Mnnitur Metwork Monibor user group
@Operatnr Metwork Operakor user group
@F{Dut Foat user group

Figure 48: Function Sets List

élNOTE: Any change made on System Security has to be done by Root users or the users
have System Security Management access right.

In the Function Set List, there are four defined function sets:
1. Monitor users could only monitor the status of the network and acknowledge the alarms.

2. Besides monitoring the network, Operator users are allowed to have some levels of access
right of configuration.

Admin users have even higher access right of configuration than Operator users.
Root users not only have the access right to configure all the settings but also could create
new user accounts and function sets.

3.9.2 Add a user

Step 2:  Select Administration->User Accounts ....

Topology  &larms  Tools | Administration |ﬂelp

m Function Set List | [j_‘?, User Account Global Setkings. ..

Lser & k5.,
Function Set | Dec@ T T
@.ﬁ.dmin adr ﬁf! Logon User Accounks,, .
[Amanitar Met _:‘;3 Add User...
Boperator et [ Bunction Sets...
([Aroat Rioo

Figure 49: Function Sets List

User Management Interface shows
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Topology  Alarms  Tools  Administration  Help

@ User Managemenkt |

Mame | Function Set Skatus
g Fook F.oot Enabled

Figure 50: User Management Interface

Step 2: Right click anywhere of the User Management interface, select Add User...
(Alternatively, select Administration->Add User....)

Topology  Alarms  Tools  Administration  Help

m User Management |

Mame | Function Set Skatus
8 rook Raook Enabled
B fdd User...
&
&
&

Figure 51: Start adding an AWMS user

The “Register New User” window prompts up.
|

Username |

Full Name |

Description |

Password |

Confirm Password |

Function Sst IMonitor LI

ok | Cancel |

Figure 52: User Registration Interface

Step 3: For example, add a user called “AdminUser” whose function set is “Admin” and
password is “password”.
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Register New User [X]
Username |F'.|:IminLIser
Full Marne |AdminUser
Description |

Password |********

Confirm Password |********

Function Set 7
QK | Cancel ‘

Figure 53: Add user information in the User Registration Interface
After input, click OK to save.

Step 4: The created account is shown in the User Management Interface.
m User Management |

Mame | Function St | Skatus |
g AdminUse Adrnin Enabled
8 rook Roak Enabled

Figure 54: A new User is added

N
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